
reference model (EDRM), there is a great
need for fully integrated solutions for informa-
tion management, identification, preservation,
collection, processing, review, analysis and
production.

Advanced search, text-analytics tech-
nology, classification and categorization
can be used to reduce costs and risk in the
e-discovery process for unstructured data,
but eventually authentic records manage-
ment solutions for email and other relevant
content archives are the only real means to a
successful end. Organizations must relearn
the art of information destruction and
records management which will ultimately
allow them to implement true enterprise
information management. (See Figure 1)

Technology is Essential
1. Information access technology solu-

tions ideally help address today’s compli-
ance, risk, e-discovery and early case-assess-
ment challenges, but organizations must
implement the right tools—if there is some-
thing out there that is relevant to a case, it
must be found. The best positioned tools are
those that are optimized for high recall that
can also find non-obvious issues such as
misspellings, word patterns, concepts or peo-
ple that do not want to be found and 
are deliberately hiding information. In this

context, advanced search, text analytics and
data visualization are very important.

2. Workflow, data identification and col-
lection technologies are what is needed for
the legal hold, identification and collection
process. Both corporate legal and IT organi-
zations are in great need for technology that
will help manage the first phase of an elec-
tronic information request. In this phase
there is more demand for technology to
addresses the specific e-discovery process.

3. Automatic content-based archiving
will solve the enterprise information
management problem. Text analytics and
text mining are also essential in this
phase. Many organizations are imple-
menting this last phase in the develop-
ment of the e-discovery marketplace in
order to realize proper enterprise infor-
mation management.

4. Data monitoring technology is required
for ongoing auditing and compliance on
dynamic and static (archived) data. Known
current awareness and selective dissemina-
tion of information (SDI) technology from the
intelligence and security industry is going
through a second live phase due to these new
(corporate) compliance requirements.

However, organizations need more than
just software. Count on professional services
from specialists and—just as important—
best-practice methodologies including 
quality control, reporting and auditing that
will help organizations bring e-discovery,
records management, risk control and com-
pliance in house in a defensible manner.

Proper preparation starts with full-text
indexing the most relevant storage areas
such as servers, local hard disks, mail
servers, SharePoint and other repositories.
IT departments and in-house legal counsel
can implement the collection of data more
intelligently and efficiently rather than
making hard disk images or using Boolean
queries that consist of five pages of words
connected by OR statements (which effec-
tively collects way too much irrelevant and
redundant data).

Litigation Readiness 
and Compliance
Why Prepared Organizations Are More Successful Organizations

The fall-out of the credit crisis has had a
significant impact on the information 
technology (IT) landscape, and even 
more specifically a dramatic impact on
compliance, risk, e-discovery and records 
management requirements. These technol-
ogy-based requirements, also known as en-
terprise information management, affect
every type and size public sector and com-
mercial organization today.

Managing and controlling electronically
stored information is a matter of technolo-
gy, but also of strict procedures, quality
control and well-documented information
management activities. It has become one
of the most serious sources of legal expo-
sure and risk. There are several key ques-
tions an organization must consider in
today’s business climate. Is your organiza-
tion prepared to respond to an e-discovery
demand imposed by regulators, civil par-
ties or a competitor? Is your organization
able to find and produce all relevant docu-
ments? If so, at what price and how fast?

More and more organizations are now
understanding the importance of not waiting
for an electronic information request. They
actively audit, monitor and police their
organization to enforce ongoing compliance,
and take immediate action when needed in
order to avoid expensive legal proceedings.
Therefore, in terms of the electronic discovery
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Figure 1: Records 
management is 
the most effective path
to effective information
management.
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Organizations can do an even better job
by linking the identification and legal hold
to their records management system and
data collection services. From the legal
hold report it should be possible to auto-
matically collect data from the records
management systems and on the network
where such users (custodians) have access.
Much of this information can usually be
found in the active directory.

When law enforcement and intelligence
agencies are looking for a smoking gun,
organizations need to produce data under
the Federal Rules of Civil Procedure
(FRCP), which reduces all collected data to
a smaller amount so the legal review cost
can be controlled. In fact, the discovery is
similar to an accounting process where at
the end of the process the amount of docu-
ments that was collected has be the same as
the amount of documents produced plus
the documents that are removed in the dis-
covery process. All documents that are not
produced need to be justified. As a result,

auditing and reporting are essential. Also,
if an organization has several discoveries in
parallel, which is often the case, then man-
aging e-discovery becomes a resource and
logistic issue.

The popularity of SharePoint adds an
additional level of complexity to discovery
and auditing obligations for many organi-
zations. Vast amounts of information are
stored in such archives that are not always
easily accessible. The same problem exists
with information stored in other closed and
proprietary databases and repositories.
Often there is a need for developing special
scripts or connectors to make the content of
these repositories searchable. Both federa-
tion and natively full-text indexing of the
data in the repositories can provide organi-
zations with the functionality needed to
implement an in-house electronic discov-
ery request or for auditing and monitoring
for compliance. This may not be trivial and
organizations should give this the attention
it requires.

Litigation Readiness
In a number of markets where informa-

tion in the back office is extremely sensi-
tive and real-time access is required for
auditing, discovery or security, traditional
public interface applications such as
SharePoint, MS Exchange, SAP, Oracle,
Open Text, SAP and many others do not
provide sufficient search capabilities and
also require data to be converted over and
over again whenever the vendor of such
product provides a new version of the
application. (See Figure 2)

Companies are now able to bring e-dis-
covery in house, provide real-time answers to
information access questions and also imple-
ment proper records management principles
such as information retention and information
categorization. As a result, they are more liti-
gation ready than other organizations.

The combination of e-discovery, records
management, email archiving and knowledge
management brings the ultimate goal within
reach: litigation readiness. Archiving, search
and records management are now possible for
all your organization’s data: paper, electronic
files, email and multimedia. By doing this,
organizations can relearn the art of informa-
tion destruction.

Companies can be prepared for litiga-
tion and avoid business disruptions and
management distraction: by making e-dis-
covery, records management, risk control
and compliance part of daily business and
operating procedures.

An additional long-term benefit is that
once all of an organization’s data is organ-
ized and non-relevant data is removed they
can truly start thinking about knowledge
management and knowledge sharing.

Prepared companies are more success-
ful companies.   z
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Since 1983, ZyLAB has worked alongside professionals in the auditing,
legal and intelligence communities to develop the best tools for investigat-
ing and managing large sets of archived data. These award-winning tech-
nologies have been bundled into the ZyIMAGE Information Access
Platform, an integrated document, content and records management solu-
tion that enables businesses, auditors and legal professionals to capture,
investigate structure and disclose information in an efficient and secure
manner.

ZyLAB offers specific process functionality, relevancy modeling and flex-
ible content analytics, all supported by ZyIMAGE’s robust search capabilities
and an XML-based archiving framework that is applied for a number of spe-
cific applications:

u E-discovery and legal production solutions;
u Corporate compliance and enterprise information management;
u Case management and litigation support;
u Email and MS-SharePoint archiving;

u Back-office records management for organizations facing legal risk,
such as construction, outsourcing, customer service, medical or HRM
environments; and

u Federal and local government records management.

The ZyIMAGE Information Access Platform is optimized for these
applications due to a unique combination of search technology, securi-
ty and business-focused content-management functionality. ZyLAB can
quickly deploy even the most complex installations of specialist solutions
and provide all the necessary training, documentation, support and
maintenance.

ZyLAB also offers unique search and text-analytics technology that
supports more than 700 different file formats, 200 languages and can be
easily deployed to scale. The ZyIMAGE Information Access platform
enables organizations to control cost and risks, bring knowledge man-
agement in house, and take the mystery out of enterprise, records and
information management.

ZyLAB Records Management, E-discovery and Knowledge Management

Figure 2: ZyLAB offers
a real-time and 
off-line open XML 
storage solution for
archival data that 
provides deep search
capabilities and
advanced text 
analytics.


